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Abstract

�e problem of the loss of validity of electronic signature certi�cates over time is considered and two ways of solving the
problem are proposed - for a period of several years - a method of re-signing documents with a timestamp and for a period
of 50-100 years, a method associated with the use of hashing, with a complete rejection of the use of certi�cates.
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Introduction

Recently, practitioners of the use of electronic sig-
natures,  especially  in  the  banking  sector,  o�en  have
problems with the loss of signature validity. It is worth pay-
ing attention to three scenarios in which this can happen.

1. �ere are cases when the owner of the signature
refuses to sign the document, arguing that it was a hacker at-
tack that led to the the� of the signature key. �ere is a law
enforcement  practice  when the  court  sides  with  the  owner
of  an  electronic  signature  and  the  signed  document  is  de-
clared  invalid.  �ere  are  currently  no  e�ective  measures
that an organization or individual could take to counteract
such a scenario, except for insurance of the designated risk.

2.  If  the electronic  signature key is  compromised,
its  owner  must  report  this  fact  to  the  Certi�cation  Center
(CC) that issued the electronic signature certi�cate. As a re-
sult of the request, the certi�cate corresponding to this elec-
tronic  signature  key  is  placed  in  the  list  of  revoked certi�-
cates.  Usually,  the  veri�cation  of  the  electronic  signature
key at the time of signing the document takes place with pre-
liminary  veri�cation  that  the  certi�cate  is  not  on  the  re-
voked  list.  However,  it  takes  some  time  for  the  compro-
mised  certi�cate  to  be  placed  on  the  revoked  list,  during
which  time  the  compromised  electronic  signature  can  be
used  to  sign  the  document,  a�er  which  the  validity  of  the
signed document can be challenged. �e use of this method
for fraudulent purposes is also documented in judicial prac-
tice,  the  investigation  of  such  cases  can  take  several  years
and the result is not predictable.

3. Upon expiration of the electronic signature cer-
ti�cate, the signature on all documents that are signed with
this electronic signature becomes invalid (unsuitable for ver-
ifying the authenticity of  the document in court).  �is is  a
strategic  disadvantage  of  modern  electronic  signature  and
veri�cation systems based on certi�cates.  In short,  an elec-
tronic  signature  is  veri�ed  using  a  public  key  signed  by  a
trusted management system, which is used, in turn, to veri-
fy the electronic signature under an incoming document. At
the same time, electronic signature certi�cates have a limit-
ed  validity  period,  usually  one  year.  Certifying  centers  are
not  legally  required  to  store  and  provide  electronic  signa-

ture key certi�cates a�er their expiration date. Accordingly,
veri�cation of the document's signature by a standard proce-
dure  will  produce  the  result  "�e  electronic  signature  key
has  expired",  even  if  the  signature  was  valid  at  the  time  of
signing  the  document.  Such  a  signature  cannot  be  used  in
court to prove the authenticity of the document.

Here, for example, is what [1] writes about this:

“What  to  do  if  the  electronic  signature  certi�cate
expires

In order for an electronic signature to remain ac-
tive,  its  holder  must  independently  monitor  the  expiration
date.  We  recommend  that  you  apply  for  an  extension  two
weeks before the certi�cate expires.  If  you do not meet the
deadline,  you  will  have  to  visit  the  Certi�cation  Center  in
person to con�rm your identity.

Maximum  validity  period  of  an  electronic  signa-
ture certi�cate

Electronic  signature  certi�cates  are  usually  valid
for 15 and 12 months. �e term may depend on the require-
ments of the certi�cation center itself, and the request of the
future owner. For example, the Federal Tax Service Manage-
ment  Center  issues  certi�cates  strictly  for  15  months.  And
the  Center  of  Certi�cation  (CS)  Contour  is  from  3  to  15
months old.

�e  validity  of  the  electronic  signature  certi�cate
may  expire  earlier.  �is  may  happen  at  the  request  of  the
owner,  due  to  the  closure  of  the  certi�cation  center,  or  by
court order."

In  the  article  [2],  the  authors  draw attention  to  a
similar problem related to the long-term storage of digitally
signed data.

Documents  signed  with  an  electronic  signature,
for example, in the banking sector, notary public and intel-
lectual  property  protection,  have  signi�cant  expiration
dates and storage. For example, the charter of an organiza-
tion that serves to compile a credit dossier may not change
for  several  years,  a�er  which it  will  be  impossible  to  verify
the electronic signature due to the expiration of the certi�-
cate. At the same time, the immutability and authorship of
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the  document,  �xed  by  the  signature,  will  be  valid.  �e
same applies to digital wills and other patterns of transfer of
rights through long retention periods.

�e Issue of Certi�cate Expiration Date

A partial tactical solution to this problem is to se-
quentially  place  time  stamps  under  the  document  a�er
checking the electronic signature on the valid certi�cate (for
example, every year). �e timestamp is generated by an ex-
ternal trusted service and can also be veri�ed using it, which
makes  this  process  objective  with  the  participation  of  a
third party.  For  signing with a  timestamp,  a  hash function
of the document is provided, according to which it is impos-
sible to restore the content of the document,  therefore,  the
risks  of  violating  the  con�dentiality  of  documents  in  this
case are excluded.

Accordingly, the organization must implement on
its  side  a  special  veri�cation  service  that  will  additionally
sign all received and veri�ed documents with the customer's
electronic signature in a specialized external trusted service
that  will  verify  that  the  customer's  electronic  signature  on
the  document  was  made  no  later  than  the  current  date
when  the  customer's  signature  is  still  guaranteed  valid.  At
the  same  time,  such  a  certifying  signature  of  an  external
trusted service containing a timestamp is also limited by the
validity period of its electronic signature certi�cate.  �ere-
fore,  such a  service  must  monitor  the  validity  period of  all
such  certi�cates,  and  timely  re-sign  the  expiring  signature
of  an external  management center  with a  new signature  in
the  same  (or  in  another)  external  management  center,  at
least once a year. In this way, an electronic signature chain
will  be created,  in which each subsequent electronic signa-
ture certi�es the previous one, and the most recent electron-
ic signature always remains fresh and veri�able. As a result,
the existence of the customer's electronic signature at a cer-
tain point in time in the past can be proven on any date dur-
ing the time period during which we have a chain of re-sign-
ing.

�e  procedure  should  be  �ne-tuned  and  work
smoothly for all legally signi�cant documents with an elec-
tronic  signature  throughout  their  entire  period  of  demand
and  archival  storage.  We  currently  have  no  information
about the use of this kind of evidence in court or about the

current practice of  making decisions based on them, but it
is  obvious  that  this  provides  an  additional  objective  argu-
ment in court in favor of the authenticity of the document.

�e Situation of Long-Term Document Storage

It  seems  that  cryptographers  who  deal  with  elec-
tronic  signatures  live  only  in  the  present  moment  and  the
desire to sell their cra�s that do not always work well.

In general, it can be stated that the electronic signa-
ture system for long-term stored documents currently does
not  fully  justify  itself  simply  because  the  task  statement  is
di�erent.

�e  situation  becomes  even  more  complicated  if
we consider documents of long-term storage, for example, a
will  or  digital  images  of  some  persons  who  have  been  de-
posited  now,  and  will  be  "avatarized"  (revived)  in  50-100
years.

In this case, it is proposed to completely abandon
the  use  of  certi�cates  and  build  a  rights  veri�cation  algo-
rithm based on hash functions.

Hash functions [3] have a number of requirements
that  can  be  divided  into  general  and  cryptographic  ones.  -
Common requirements include determinism, fast computa-
bility,  and  collision  tolerance.  Cryptographic  hash  func-
tions, in addition to the general ones, must have the proper-
ties  of  irreversibility  (resistance  to  preimage  and  second
preimage)  and  avalanche  e�ect.  

General Requirements

Determinism: For the same input value, the hash
function must always produce the same hash code.

Speed of calculation:  Hash function calculation
should be fast and e�cient, regardless of the size of the in-
put data.

Collision resistance: It should be extremely di�-
cult or practically impossible to �nd two di�erent input val-
ues that lead to the same hash value. 

Cryptographic Requirements

Irreversibility: Resistance to �nding a prototype-
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: It is not possible to calculate the input value from its hash
value. 

Resistance to �nding a second prototype: It is im-
possible to �nd another input value that has the same hash
as this input value. 

Avalanche e�ect: A small change in the input data
should result in a signi�cant change in the hash value. 

Fixed length of output data:  Input data of any
size must produce a �xed-length hash value. 

In general, a good hash function should be fast, col-
lision-resistant,  and  irreversible,  as  well  as  have  an
avalanche  e�ect.

�e task is for the owner of some information in a
universal format, for example, the text T in human-readable
form or the digital sequence M in machine-readable (com-
puter-readable) format, to prove some of his rights to infor-
mation stored for a long time, when there are no legal enti-
ties, private unknown �rms that owned these legal entities,
various  "state-owned corporations"  that  they for  some rea-
son, this was allowed, there are simply no electronic signa-
ture veri�cation algorithms anymore, either, not to mention
certi�cates, which have also sunk into the past for complete
commercial uselessness.

Long-term Digital Identi�ers

Let's introduce a few terms

A project participant (PP) is a natural or legal per-
son who has given documentary consent to participate in a
long–term project, for example, to create a digital image of
a person [4] or a person who has le� a long-term will.

�e main identi�er of  the PP (MI PP) is  a digital
sequence  of  the  recommended  length  that  uniquely  de-
scribes  the PP and is  associated with it,  while  according to
the  MI PP it  should  be  impossible  to  establish  the  identity
and personal data of the PP.

�e payment identi�er of the PP (PI PP) is a digi-
tal  sequence of  the  recommended length that  uniquely  de-
scribes the PP in terms of  �nancial  transactions for servic-
ing  operations  with  the  Central  Bank.  According  to  the  PI

PP,  it  should  be  impossible  to  establish  the  identity  of  the
PP and the MI PP.

Let's assume that we need to get an MI PP and a PI
PP  for  some  array  of  M  without  using  certi�cates,  and  in
general, it's better without an electronic signature.

Let's say that we have a hash function H. Let's also
assume that this hash function is algorithmically described,
for  example,  in  the  form of  a  �owchart,  mathematical  for-
mula,  text,  code fragment in a universally understood pro-
gramming language and a test case is connected to it. A test
is  an arbitrary  sequence  for  which the  result  of  its  calcula-
tion is known:

ht = H (Test)

Without limiting generality, we also assume the ex-
istence of  solid human-readable media that  ensure the im-
mutability of the Ti text written on them and conversion al-
gorithms that have the ht test result and a su�ciently com-
pact recording described above.

Let  the PP form a unique text  Ti,  where “i"  is  the
conditional  number  of  the  PP.  �is  text  can  describe  the
PP,  for  example,  contain  his  name,  pseudonym,  date  of
birth,  number in government or corporate accounting sys-
tems, and so on, and in any format.

Next, using H, the PP generates hi = H(Ti).

Let's also assume the existence of a subject (organi-
zation) "Library" or "Notary", which stores important infor-
mation for the PP, for example, its digital image or Mi testa-
ment.

It calculates hmi = H(Mi) and passes it to the PP.

�e PP �xes it on the media (possibly on the same
one where he recorded Ti). A�er that, he transfers the previ-
ously  calculated  hi  in  some way  to  the  librarian  or  notary,
who stores Ii and hi for the necessary time.

�e User's Rights are Checked as Follows

He presents the Ti on a medium (the properties of
the medium do not allow you to change the Ti, however, if
you change it, the Torah does not match the one that the no-
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tary or librarian has).

Next,  the  hash  function  H  itself  is  checked  –  the
test is calculated, he = H(Test).

If he is equal to ht, then this is the same hash func-
tion  that  was  used  at  the  beginning  of  �xing  the  rights  of
the PP.

Next, the PP demonstrates the calculation of hi on
a  veri�ed  hash  function  for  Ti,  and  the  notary  checks
whether  the  result  matches  the  one  he  has  stored.

Next, the notary demonstrates that the hesh of M i

matches the one available to the notary.

�us, the parties are convinced of their rights and
perform certain actions based on the checks made, for exam-
ple, they "revive" the Mi.

In the current activity, hi can be used to generate a
payment identi�er,  hpi=H(hi),  which will  not allow you to
identify  hi  and  Ti,  but  nevertheless,  use  it  to  perform
unique  payment  transactions  on  behalf  of  Ti.

�e  algorithm  for  �xing  and  verifying  rights  is
brie�y  shown  in  Table  1.

Table 1

Fixing rights

Participant (user, client) Custodian (notary public,
library)

�e participants and the guardian have a test ht=H(Test)

Ti is the client's description
(identi�er, IDs). �ere can

be several client IDs

Mi – testament or digital
image (avatar)

hi = H(Ti). --------------------------------->

<--------------------------------- hmi = H(Mi)

Ti, Mi, Hmi and hi are stored for the required time

It's been 100 years

Rights veri�cation

�e parties calculate the he=H(Test) test.

If he matches ht, then both sides use a non-
replaceable hash function.

hi = H(Ti) --------------hi, Ti -------------->
�e keeper checks for a

match hi with the value he
has

�e participant checks if the
hmi matches the value he has <------------Mi, hmi------------- hmi = H(Mi)

If there is a coincidence, the parties have con�rmed their rights and proceed to legal action.

From  the  point  of  view  of  technical  applicability
and  convenience,  you  can  choose  any  of  the  well-studied
hash  functions  with  excellent  cryptographic  properties:
GOST  P  34.11-94,  BelT,  BLAKE,  Blue  Midnight  Wish,
CubeHash, ECHO, Edonkey2k, FSB, FugueGrøstl, HAVAL,
Hamsi, JH, Kupyna, LM hash, Lu�a, MASH-1, MD2, MD4,

MD5,  MD6,  NHash,  RIPEMD-128,  RIPEMD-160,
RIPEMD-256, RIPEMD-320, SHA-1, SHA-2, SHA-3, (Kec-
cak),  SHA-256,  SHABAL,  SHAvite-3,  SIMD,  SWIFFT,
Skein,  Snefru,  Tiger,  Whirlpool.

�e selection criterion may also be the compact re-



6

JScholar Publishers J Artif Intel So Comp Tech 2025 | Vol 2: 202

cording of the hashing algorithm and the ease of program-
ming it to calculate a test case.

Legal Aspects of Using Hash Functions

�e use  of  hash functions  in  the  legal  �eld,  espe-
cially in the context of digital technologies, raises a number
of issues related to legal recognition and use. �e main legal
aspects  relate  to  the  evidentiary  power  of  hash  functions,
their role in ensuring data integrity and security, as well as
possible risks and vulnerabilities.

�e main legal aspects of using hash functions.

1. �e evidentiary power of hash functions

In court,  hash functions can be used to verify the
integrity  of  electronic  documents,  �les,  and  other  data.  If
the hash value of the document matches the one that was re-
corded earlier, this can serve as proof that the document has
not been modi�ed.

To  recognize  the  evidentiary  value  of  hash  func-
tions,  a  number of  factors  must  be considered,  such as  the
reliability  of  the  hash  function  used,  compliance  with  the
protocol  of  its  application,  and the  availability  of  indepen-
dent con�rmation of the results.

For  example,  in  Russia,  there  is  GOST  R
34.11-2012, which sets requirements for cryptographic hash
functions used in the �eld of information technology.

2. Password Security and Storage

Hash  functions  are  widely  used  for  secure  pass-
word storage. Instead of storing passwords in the clear, they
are hashed, which signi�cantly increases the security of ac-
counts.

It is necessary to use hacking-resistant hash func-
tions  and  implement  them  correctly  to  avoid  the  risks  of
password leaks and unauthorized access to accounts.

3. Data Integrity Check

Hash  functions  allow  you  to  check  whether  data
has been changed during transmission or storage. �is is es-
pecially important for mission-critical data such as legal doc-

uments, �nancial transactions, etc.
If the hash value of the document received a�er its

transmission  or  storage  matches  the  original  hash  value,
this  con�rms  that  the  data  has  not  been  modi�ed.

4. Digital Signatures

Hash functions are an integral part of the process
of creating and verifying digital signatures. A digital signa-
ture is created based on the hash value of the document and
the secret key belonging to the signatory.

To ensure the legal  signi�cance of a digital  signa-
ture,  it  is  necessary to use certi�ed cryptographic informa-
tion protection tools and comply with relevant regulatory re-
quirements.

5. Risks and Vulnerabilities

It  is  important  to  understand that  hash  functions
are not completely invulnerable. �ere are attacks aimed at
�nding  collisions  (di�erent  input  data  giving  the  same
hash)  or  at  restoring the  original  data  from the  hash value
(if the hash function is not su�ciently stable).

It  is  necessary  to  use  reliable  hash  functions  and
apply them correctly to minimize risks.

6. International Standards and Legislation

Di�erent  countries  have  their  own standards  and
legislation  governing  the  use  of  hash  functions  in  a  digital
environment.

It is  necessary to take these standards and legisla-
tion into account when applying hash functions in the legal
�eld.

Conclusion

In  conclusion,  hash  functions  play  an  important
role in ensuring data security and integrity in the digital en-
vironment, and their legal aspects require careful considera-
tion and compliance with relevant norms and standards.

�e proposed method allows you to verify that the
owners of information have certain rights without using an
electronic signature and certi�cates.
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